
Always-on security for always-on businesses.

One size doesn’t fit all. Smaller businesses face many of the same cyberthreats 
as large enterprises. But they don’t have the same resources to deal with them. 
And when you’re getting by on a tight budget and without a dedicated IT specialist, 
you don’t need the extra bells and whistles that typically come with products 
designed for larger companies.

Kaspersky Small Office Security is designed specifically for very small businesses. 
Install in under 10 minutes and protect your business from online attacks, financial 
fraud, ransomware and data loss. Wherever and whenever you work. 

• Set and forget security for 5-25 users
• Protect Windows file servers
• Advanced ransomware protection with server protection and rollback
• Protect Mac and Windows PCs & Laptops
• Secure Android-based mobile devices
• Safe online payments
• File encryption and backup
• Remote task execution
• Vulnerability scan for installed applications.



Easy does it
It takes less than 10 minutes to install Kaspersky 
Small Office Security. And even less time to 
manage it. No configuration or set-up required. 
It’s the ultimate set-and-forget solution, without 
compromising on security. 

Say no to cryptolockers and protect sensitive 
data
87% of very small businesses say data loss or 
leakage is their top IT security concern*. Backup 
and encryption enable customers to protect 
their business from data breaches, fines and lost 
business. System Watcher stops crypto-lockers 
and ransomware in their tracks. Attempts at 
malicious encryption trigger automatic backup 
and restore. 

Mind your money
Prevent financial fraud and secure online banking 
transactions with confidence. The award-winning 
Safe Money protects online banking transactions, 
while virtual and secure keyboards prevent 
keyloggers from stealing details.

Stay safe on the move
Kaspersky Lab’s mobile security and 
management technologies mean you’re 
protected when you’re on the move – including 
when employees use their own mobile devices 
for work. Protect Android smartphones and 
tablets: lock, wipe and locate missing devices.

Management portal available
 •   Manage from anywhere through our 

online portal
  •   Easy to send installation links to remote users 

via email
  •   Remotely manage Kaspersky Lab applications 

on devices
  •   Remote lock stolen or missing mobile devices
  •   Stay up to date on license status and availability
  •   Easily create tickets to technical support – 

all from same portal

Do it all from ksos.kaspersky.com – 
no experience or special skills necessary.

Security you can trust – and we can prove it
69% of very small businesses experienced some 
form of cybersecurity incident in the past year. 
No other vendor can match Kaspersky Lab’s success 
record in independent tests. In 2017, Kaspersky Lab 
products participated in 86 independent tests and 
reviews. Our products were awarded 72 first and 
78 top-three finishes.

Very small business security? No worries.
Kaspersky Small Office Security isn’t a pared-
down version of an enterprise solution squashed 
to fit a smaller environment. It’s tailor-made 
security designed specifically for very small 
businesses. All the security and management 
ease you need – with none of the fuss.

Feature-rich security, no fuss 

Set and forget – cybersecurity anyone can manage
• Install in under 10 minutes 
• Out-of-box protection
• Easy to manage online portal and interface – 

if required
• Easily mail download links to remote users

System watcher for Windows Server – advanced 
protection against ransomware
• Protect Windows file servers from ransomware 

and cryptolockers: System Watcher detects and 
blocks malicious activity, and allows the rollback 
of malicious actions. 

Control web usage – reduce time wasting
• Take control over access to time-wasting or 

malicious web sites with easy-to-use web 
controls. 

Web and email security
• Protect your business from malicious attempts to 

hijack your data or network. Automatically block 
malicious web sites.

• Search for and remove unwanted/unsafe browser 
extensions.

• Block suspicious downloads.
• Block and filter out spam, phishing mails and mail 

attachments
• Special “do not track” functionality to monitor and 

block websites from tracking online behavior.

Protect sensitive data and privacy
• Secure sensitive data and protect your business 

from data breaches, fines and lost business with 
Backup and Encryption.

• Data vault provides password-protected storage 
on your computer to keep sensitive data away 
from prying eyes.

• Detect and block unwanted online tracking and 
secure your webcam from unauthorized access.

Mobile device protection
• Protect Android-based smartphones and tablets 

from malware
• Remote lock, locate and wipe stolen or lost 

devices.

Password Management
• Remembers and secures all your passwords – 

you just have to remember one.
• Create and securely store new passwords for 

every site you use.

Many other components to keep you safe
• Additional layers of protection include: – file shredder 

to permanently delete sensitive business data – 
software updater provides a list of new updates 
available for installed applications – delete unused 
or outdated system data. 
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